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The Nuclear Decommissioning 
Authority (NDA) is a non-
departmental public body, created 
through the Energy Act 2004.

The NDA’s mission is to clean up  
the UK’s earliest nuclear sites safely, 
securely and cost-effectively with 
care for people and the environment.

With a budget of over £3 billion,  
the work to clean up the UK’s 
nuclear legacy is the largest, most 
important environmental restoration 
project in Europe.

Under the leadership of its Chief 
Executive, David Peattie, the NDA 
is undergoing a change in the way 
it is organised. The creation of ‘One 
NDA’ will transform how the NDA 
manages its businesses – working 
together to find more effective and 
efficient approaches to nuclear 
clean-up and decommissioning,  
on behalf of the UK tax payer.

There are around 16,000 people 
who help deliver the NDA’s mission 
and they make up one of the most 
advanced nuclear workforces in  
the world.

The NDA plans to capitalise on this 
wealth of experience and talent, 
harnessing the opportunities that 
come from the scale and breadth  
of the group.

In 2016 Sellafield Ltd became 
a subsidiary of the NDA and, in 
September 2019, Magnox Ltd also 
became a wholly owned subsidiary.

These are some of the key decisions 
that are changing the way the NDA 
operates to deliver its mission  
more effectively.

At this exciting and challenging time, 
the NDA is seeking to appoint an 
Information Security Manager who 
will report directly to the Corporate 
Centre CISO. The role is based in the 
security, cyber, ICT and information 
governance function within the 
NDA group which exists to ensure 
that the group has the appropriate 
levels of physical, personnel, and 
ICT capability and competencies to 
minimise risks and protect all digital 
group assets.

ICT provides assets, products and 
services to support effective and 
efficient operations across the group. 

The Information Security Manager 
provides risk management and 
assurance for the network and 
systems in the NDA Corporate Centre 
and its supply chain. This role will 
focus on all aspects of Information 
Risk Management and Information 
Assurance, from both an operational 
and technical perspective.

Welcome



The NDA 

Our sites 

The NDA’s role is to secure the safe and efficient clean-up of Britain’s nuclear legacy at 
17 sites across England, Wales and Scotland. This includes implementing policy on the 
long term management of nuclear waste. Created by the Energy Act (2004), The NDA is 
a Non-Departmental Public Body accountable to government for delivery of the mission 
and how taxpayer money is spent. The NDA reports to the Department for Business, 
Energy and Industrial Strategy (BEIS) and for matters affecting Scotland, it is responsible 
to Scottish ministers.

M AG N OX  LT D
Magnox Ltd is responsible for 12 nuclear sites across 
the UK. Activities include defuelling at Wylfa, and 
decommissioning at Berkeley, Bradwell, Chapelcross, 
Dungeness A, Harwell, Hinkley Point A, Hunterston A, 
Oldbury, Sizewell A, Trawsfynydd and Winfrith. Magnox 
also generates electricity at the Maentwrog hydroelectric 
plant. The organisation became a NDA subsidiary in 
September 2019, having previously been managed under a 
parent body organisation model and owned by Cavendish 
Fluor Partnership Ltd.

 2,300     500M

DOUNRE AY S ITE RESTOR ATION LTD 
(DSRL)
DSRL is responsible for cleaning up and decommissioning 
the Dounreay site in the north of Scotland and operates a 
Low Level Waste (LLW) disposal facility to deal with waste 
from the site. The organisation is managed under a parent 
body organisation model and owned by the Cavendish 
Dounreay Partnership.

 1,200      200M

S E L L A F I E L D  LT D
Sellafield Ltd is responsible for operating and cleaning-
up Sellafield in west Cumbria, Europe’s largest and 
most complex nuclear site. This includes cleaning up 
nuclear facilities and safeguarding nuclear fuel, materials 
and waste. In May 2016, Sellafield Ltd became a NDA 
subsidiary.

 11,000     2BN

L O W  L E V E L  WA S T E  
R E P O S I T O RY  LT D  ( L LW R )
LLWR manages and operates the UK’s Low Level Waste 
(LLW) Repository in west Cumbria, providing safe, 
permanent disposal for a range of radioactive wastes. 
The company is also responsible for decommissioning a 
number of legacy plutonium contaminated buildings on 
the site. The organisation also delivers the UK’s National 
Low Level Waste Programme and the associated waste 
management services. LLWR is managed under a parent 
body organisation model and owned by UK Nuclear Waste 
Management Ltd.

 250     80M
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Enablers 
R A D I OAC T I V E  WA S T E 
M A N AG E M E N T  ( R W M )
RWM is responsible for providing radioactive waste 
management solutions and delivery of a Geological 
Disposal Facility (GDF), which includes finding a suitable 
site with a willing community to host a permanent and  
safe solution for managing radioactive waste. RWM is a 
NDA subsidiary.

 165     45M
D I R E C T  R A I L  S E R V I C E S  ( D R S )
DRS provide specialist rail transport and related services 
to support the NDA mission and have contracts with third 
parties across the UK rail sector. The organisation is a 
subsidiary of NDA.

 500     80M
T H E  N DA  P R O P E R T I E S  LT D
NDA Properties Ltd holds and manages the majority of 
the non-nuclear property assets within the NDA group. 
In addition, it also manages some selective property 
developments that support NDA’s wider objectives.  
The organisation is a NDA subsidiary and has no  
direct employees.

 17M

I N T E R N AT I O N A L  N U C L E A R 
S E R V I C E S  ( I N S )
INS provides specialist nuclear transport, design and 
licensing services to the NDA group, as well as to a range of 
international and domestic customers. It also operates the 
nuclear shipping company, Pacific Nuclear Transport Ltd 
(PNTL). The organisation is a NDA subsidiary with locations 
in the UK, France and Japan.

 323     62M
N DA  A R C H I V E S  LT D
NDA Archives Ltd is responsible for Nucleus, the nuclear 
archive, in Caithness. The facility is operated by a 
commercial partner with archiving expertise and provides 
long term records management and archiving services for 
the whole NDA group. The organisation is a NDA subsidiary 
and has no direct employees.

 5M
R U T H E R F O R D  I N D E M N I T Y  LT D
Rutherford Indemnity Ltd provides insurance cover for the 
NDA group. It has a particular focus on nuclear liability 
cover and the provision of support for changes to insurance 
requirements. The organisation is a NDA subsidiary, 
managed for the NDA by Marsh Captive Management 
Services, and has no direct employees.

 18M
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Role profile 
R E S P O N S I B I L I T I E S
• Management and record-keeping for

UK government-issued cryptographic
material in the role of Cryptographic
Custodian for NDA Group

• Management of the NDA Group’s
secure communication system;
managing user access, reporting on
usage and representing NDA at user
group forums

• Provide specialist advice and
guidance to senior managers on
information security issues

• Managing the NDA Corporate
Centre information security capability,
developing and implementing
good practice

• Deliver against the Corporate Centre’s
information security obligations,
offering technical support to senior
managers and staff

• Analyse metrics, implement
assurance reviews and closely
monitor the Corporate Centre’s
information risk exposure and
response to cyber-security events

• Support the NDA Corporate Centre
CISO and NDA Group CISO to ensure
oversight of information security
activities undertaken by NDA and
NDA Group

• Support cyber incident response
arrangements in the NDA Corporate
Centre, liaising with government and
UK Civil Nuclear Sector

• Support and implement assurance
assessments of information security
capabilities and their performance
within NDA Corporate Centre, NDA
Group and the supply chain

• Provide assurance of cyber security in
new and existing ICT systems

• Manage assurance of network and
systems in the NDA Corporate Centre
and its supply chain through a formal
risk management methodology
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Role profile 
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Person profile 
The successful candidate will be able to demonstrate:

• Ability to live the NDA values of respect, openness, collaboration, performance
and creativity.

• Ability to simplify complexity, standardise our approach, insert discipline and drive focus.
• Ability to combine planning and execution with hands-on, day to day information risk

management activities.
• A true and trusted advisor and team player, committed to serving the public interest.
• Resilience, agility and diplomacy to deal with ambiguity, complexity and change.
• Adaptability and flexibility to support changing business need.

Knowledge, Skills and Experience required:

• Educated to Degree level, ideally in computer science, cyber-security or equivalent
higher qualification.

• Experience of information security, assurance and risk management.
• CISM, CISA, CISSP or demonstrable similar experience gained during employment.
• Demonstrable commitment to maintain technical competence and awareness.
• Understanding of information security (including the physical and personnel aspects

of protecting networks, information and assets).
• Knowledge of the UK Civil Nuclear Sector and the political environment is desirable.
• Excellent communication skills and a track record of relationship building.
• Engaged and motivated to achieve the desired results for NDA.

Candidates must either hold or be capable of achieving SC security clearance.

We value the unique differences that each of our colleagues bring to work every day and are
committed to creating an environment where everyone feels respected, included and able to
perform at their best.
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Terms &  
conditions 
S A L A RY 
We offer a competitive salary, commensurate 
with experience.

B O N U S
This role comes with a performance related bonus 
potential of 20%/30%, depending the level at which 
an appointment is made and on individual and  
corporate performance.

C I V I L  S E R V I C E  P E N S I O N
You will be eligible for the Alpha, Career Average 
pension scheme.

H O L I DAY S
The holiday year is January to December and annual 
leave entitlement is 30 days plus 8 days Bank Holiday.

In addition, we have a facility where employees can buy 
or sell up to five days annual leave per year.

L O C AT I O N
Hinton House, Warrington, Cheshire or Herdus House, 
Whitehaven, Cumbria.
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T O  A P P LY 
NDA is very keen to discuss this opportunity with 
individuals who have demonstrated personal achievement 
in an Information Security Manager role in large public or 
private sector matrix organisations. You will, ideally, have 
gained significant experience as an Information Security 
Manager with responsibility for the analysis, design, and 
integration of NDA’s complete information resources, 
including infrastructure, applications, and data.

As this is a high-profile role you will possess highly 
developed communication, influencing and negotiating 

skills, both written and oral, with an ability to build 
strong relationships and influence senior stakeholders. 
The ability to think strategically and identify commercial 
and practical solutions to facilitate improvements to 
systems, structures and processes in complex business 
environments will be beneficial in this challenging role. 

NDA values the unique differences that each of our 
colleagues bring to work every day and is committed to 
creating an environment where everyone feels respected, 
included and able to perform at their best.

To discuss this role in confidence or request a Candidate Brief, please contact Laurence Wolahan T 020 7259 8743 
or M 07764 902 591 or Justin Dargis T 0113 200 3733 of Hays Executive. 

Full information of the appointment process can be viewed on https://webmicrosites.hays.co.uk/web/oneNDA

To apply, please upload your resume and covering letter, stating why you are the ideal candidate for the position 
of Information Security Manager at the NDA. Please also include details of current remuneration package.

Closing date for applications 31st March 2020

Preliminary interviews 16th and 20th April 2020

NDA interviews 28th April 2020

Please note: The above dates may be subject to change

Application and 
appointment

http://www.hays.co.uk/jobs/OneNDA



